
Scan Report

Hosts

Hostname IP Operating
System

OS
Version MAC Address NIC Vendor First Seen Last Seen

freestand 192.168.2.20 unknown unknown d0:27:88:5b:4b:26 Hon Hai Precision
Ind. Co.Ltd.

2019-09-12
17:40:00

2019-09-12
17:40:00

unknown 192.168.2.222 unknown unknown 04:18:d6:68:e1:14 Ubiquiti Networks
Inc.

2019-09-12
17:40:00

2019-09-12
17:40:00

unknown 192.168.2.226 unknown unknown 60:12:8b:61:64:1d CANON INC. 2019-09-12
17:40:01

2019-09-12
17:40:01

unknown 192.168.2.230 unknown unknown e0:c7:67:b7:03:7f Apple Inc. 2019-09-12
17:40:01

2019-09-12
17:40:01

unknown 192.168.2.239 unknown unknown c0:d3:c0:81:b9:67 Samsung Electronics
Co.Ltd

2019-09-12
17:40:02

2019-09-12
17:40:02

unknown 192.168.2.240 unknown unknown b8:63:4d:ed:d9:90 Apple Inc. 2019-09-12
17:40:02

2019-09-12
17:40:02

unknown 192.168.2.245 unknown unknown c8:b5:b7:0d:06:af Apple Inc. 2019-09-12
17:40:02

2019-09-12
17:40:02

deskphone.bibleheroes 192.168.2.83 unknown unknown 00:0e:08:da:04:21 Cisco-Linksys LLC 2019-09-12
17:40:02

2019-09-12
17:40:02

SELECT hostname, ip, osname, osversion, address AS macaddress, vendor, host.firstseen AS hostfirstseen, host.lastseen AS hostlastseen FROM host JOIN mac ON mac.id =
mac_id

Ports

Port Service Service Version CPE First Seen Last Seen Hostname IP

22 ssh sshd 2013.59 (protocol 2.0) 2019-09-12
17:40:00

2019-09-12
17:40:00 unknown 192.168.2.222

22 ssh 7.8 (FreeBSD 20180909;
protocol 2.0) cpe:/a:openbsd:openssh:7.8: 2019-09-12

17:40:00
2019-09-12
17:40:00 freestand 192.168.2.20

25 smtp smtpd 2019-09-12
17:40:00

2019-09-12
17:40:00 freestand 192.168.2.20

53 domain BIND 9.11.8 2019-09-12
17:40:00

2019-09-12
17:40:00 freestand 192.168.2.20

80 http

httpd 2.4.39
(mod_apreq2-20090110/2.8.0
mod_perl/2.0.10
Perl/v5.28.2)

cpe:/a:apache:http_server:2.4.39: 2019-09-12
17:40:00

2019-09-12
17:40:00 freestand 192.168.2.20

80 http Pixma IP4000R printer http
config (KS_HTTP 1.0)

2019-09-12
17:40:01

2019-09-12
17:40:01 unknown 192.168.2.226

80 http SPA942 VoIP phone http
config

2019-09-12
17:40:02

2019-09-12
17:40:02 deskphone.bibleheroes 192.168.2.83

515 printer 2019-09-12
17:40:01

2019-09-12
17:40:01 unknown 192.168.2.226

631 ipp 1.4 cpe:/a:apple:cups:1.4: 2019-09-12
17:40:01

2019-09-12
17:40:01 unknown 192.168.2.226

2000 cisco-
sccp?

2019-09-12
17:40:00

2019-09-12
17:40:00 freestand 192.168.2.20

SELECT number AS portnumber, service, serviceversion, cpe, port.firstseen AS portfirstseen, port.lastseen AS portlastseen, hostname, ip FROM host JOIN port ON host.id =
host_id ORDER BY portnumber

Vulnerabilities

CVE CVSS Hostname IP Port Service Service Version First Seen Last Seen

CVE-2018-15919 5.0 freestand 192.168.2.20 22 ssh 7.8 (FreeBSD 20180909; protocol 2.0) 2019-09-12
17:40:00

2019-09-12
17:40:00

CVE-2019-10081 5.0 freestand 192.168.2.20 80 http httpd 2.4.39 (mod_apreq2-20090110/2.8.0
mod_perl/2.0.10 Perl/v5.28.2)

2019-09-12
17:40:00

2019-09-12
17:40:00

CVE-2010-2941 7.9 unknown 192.168.2.226 631 ipp 1.4 2019-09-12
17:40:01

2019-09-12
17:40:01

CVE-2011-3170 5.1 unknown 192.168.2.226 631 ipp 1.4 2019-09-12
17:40:01

2019-09-12
17:40:01
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CVE-2011-2896 5.1 unknown 192.168.2.226 631 ipp 1.4 2019-09-12
17:40:01

2019-09-12
17:40:01

CVE-2017-18190 5.0 unknown 192.168.2.226 631 ipp 1.4 2019-09-12
17:40:01

2019-09-12
17:40:01

CVE-2018-4300 4.3 unknown 192.168.2.226 631 ipp 1.4 2019-09-12
17:40:01

2019-09-12
17:40:01

CVE-2014-2856 4.3 unknown 192.168.2.226 631 ipp 1.4 2019-09-12
17:40:01

2019-09-12
17:40:01

CVE-2017-18248 3.5 unknown 192.168.2.226 631 ipp 1.4 2019-09-12
17:40:01

2019-09-12
17:40:01

SELECT cve_name AS cve, cvss, hostname, ip, number AS portnumber, service, serviceversion, vulnerability.firstseen AS vulnfirstseen, vulnerability.lastseen AS vulnlastseen
from vulnerability JOIN port ON port.id = port_id JOIN host on host.id = host_id;

- Legend -
High 7.0 - 10
Medium 4.0 - 6.9
Low 0 - 3.9
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